Security of Critical Infrastructure (SOCI) Act - Australia

The Security of Critical Infrastructure Act 2018, commonly known as the SOCI Actis a
cornerstone of Australia's legislative framework for safeguarding the country's most
essential systems and assets. It was introduced to enhance the resilience, security, and
operational continuity of Australia's critical infrastructure sectors in the face of
increasing cyber threats, foreign interference, and evolving geopolitical tensions.

Purpose and Objectives
The SOCI Act aims to:

v" Protect critical infrastructure assets from national security risks, including
sabotage, espionage, and coercion.

v Enhance information-sharing between government and industry on emerging
threats.

v Mandate risk management programs for critical infrastructure operators.

v Enable timely government response to serious cyber incidents affecting critical
infrastructure.

Expansion and Reforms

Significant amendments were introduced in 2021-2022 through the Security
Legislation Amendment (Critical Infrastructure Protection) Act and subsequent
updates. These reforms expanded the scope and powers of the original Act.

Key Enhancements:

1. Expanded Sectors
Originally covering four sectors (electricity, gas, water, and ports), the SOCI Act
now applies to 11 sectors, including:

= Communications

= Data storage and processing

= Financial services and markets
= Healthcare and medical

= Transport

= Food and grocery

= Education

= Space technology



2. Mandatory Reporting Requirements

= Register of Critical Infrastructure Assets: Entities must report their
assets to the Critical Infrastructure Asset Register.

= Cyber Incident Reporting: Entities must report significant cyber
incidents within 12 hours (for critical incidents) or 72 hours (for other
incidents) to the Australian Cyber Security Centre (ACSC).

3. Government Assistance Powers

In the event of a serious cyber threat, the government may intervene directly,
including through:

= Information gathering
= Actiondirections
= Step-in powers to respond to or remediate the incident

4. Risk Management Program (RMP)
Entities must establish, maintain, and comply with an RMP addressing:

= Cyber and physical security
= Personnel and supply chain security
= Natural hazards and resilience

5. Enhanced Cyber Security Obligations (ECSO)

For systems of national significance (SoNS), there are elevated cyber obligations,
including:

= Regular vulnerability assessments
= Cyberincidentresponse plans
= External cyber audits

Roles and Responsibilities
=  Critical Infrastructure Entities:

o Must comply with registration, reporting, and RMP requirements.
o Coordinate with the Department of Home Affairs and ACSC.

¢ Government Agencies:

o The Department of Home Affairs administers the SOCI Act.
o The ACSC leads national cyber defense and provides technical support.
o ASIO and other intelligence agencies assist in threat identification.



Compliance and Enforcement
Failure to comply with SOCI obligations can result in:

= Civil penalties (significant fines)
= Enforcement notices
= Courtinjunctions and other legal remedies

Challenges and Industry Impact

= Compliance Complexity: Organizations, especially small and mid-sized entities,
face challenges adapting to rigorous requirements.

» Cybersecurity Uplift: SOCI has driven a nationwide focus on improving cyber
defenses and resilience.

= Public-Private Partnership: The Act fosters collaboration, but also introduces
oversight concerns among private sector operators.

Conclusion

The SOCI Act represents a proactive and adaptive approach to national security in a
digital age. With critical infrastructure increasingly targeted by cyber adversaries, SOCI’s
legal and operational measures aim to strengthen Australia’s resilience and ensure
continuity of essential services during crises.



